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Application of Chinese Encryption
Technology in Urban Rail Transit Signal Sys-
tem
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Abstract The train-to-track wireless communication of urban
rail transit signal system faces with unauthorized access risks,
because the physical medium of signal transmission exists in
the open space, that is required by the specified clauses in EN
50159-2—2001. At

commonly used on the train-to-track wireless communication

present, the encryption algorithm
level belongs to the international standard encryption algorithm,
and the application messages transmitted are all the information
related to train running control, but no cryptography technology
has been adopted yet. The Chinese encryption technology dis-
cussed in this paper is in line with the trend of encryption algo-
rithm application in key Chinese industries, which is conducive
to rail transit data security protection, especially applicable to
the driverless system with high security and high reliability in
train-to-track wireless communication.
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Location Report (CC_ZC)
€0A and variants (2¢_cC)

SpE e e s ey
)cation Report (CC_zC)

Train_ssIp: 1

Train_unit_head_cab_10: cab 1 (1)
Train_unit_head_cab_orientation: down (1)
Train_unit_head_location_block_10: 9
Train_unit_head_location_min_abscissa_on_the_block: 1362
Train_unit_head_coupled_status: coupled (1)
Train_unit_tail_cab_10: cab 2 (2)
Train_unit_tail_cab_orientation: up (2)
Train_unit_tail_location_block_10: 10
Train_unit_tail_location_min_abscissa_on_the_block: 223
Train_unit_tail_coupled_status: coupled (1)
Train_unit_location_error: 8
Train_unit_localized_status: localized (1)
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¥ Datagram Protocol, Src Port: 50001 (50001), Dst Port: 50001 (S0001)
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