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Abstract

LI Wangrui’, ZHANG Lidong’,

[ Objective] In order to deal with the potential se-
curity threats caused by the complex connections between vari-
ous subsystems in urban rail transit system, China Urban Rail
Transit Association proposes that physical security isolation

should be implemented between the safety production network
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and the external service network. Under the existing transmis-
sion method, problems such as packet loss and bit error often
occur during one-way data transmission, and new methods
need to be sought to improve the reliability of one-way data
transmission in urban rail transit. [ Method] The transmission
principle and existing problems of the one-way security isola-
tion system, as well as the proxy and session configuration in
the one-way security gateway are described. The judgment
methods of three types of transmission anomalies ( proxy order
disorder, session order confusion and transmission timeout) are
analyzed. A data transmission method based on information
backup is proposed, and the header format of backup informa-
tion is built. The technical process of checking transmission a-
nomalies by the data transmission method based on information
backup technology is formulated, which is verified by experi-
ments. [ Result & Conclusion] This method can effectively
solve the problem of low reliability of one-way data transmis-
sion of urban rail transit.

Key words urban rail transit; signal system; one-way data

transmission; transmission reliability ; information backup
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Fig.1 Schematic diagram of the one-way security isolation

system
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Fig.2  Screenshot of proxy and session configuration within

the one-way security gateway
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Fig.3 Screenshot of the proxy out-of-order judgment process
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Fig.4 Screenshot of the session out-of-order judgment process
1.2.3  AréAent

PR 2d i /T 1 e A0 s 1] R ( Time-
stamp ) KA B IE 75 A AR AR RET o 1B S D4 il e
W R AR, 4 WO BR800 1 A% I ] P
AW AL, BIIA R KA T AL S v
1.3 HEEFERNT R
1.3.1 &6 80 434X

DR T ORI B i) 30 £ i A PR AR SO T
TR B RO EOR B Tk, el B AL
ORI AT H AL . Sy 7RI bk S R T AR
JIT AT R B, X 5 A S I A R E A 2C (L
K6) &5 B Ak AU E i 23 3k SRR iR L
PaAR ST, 2 A b B 15 BB N A, SR 5 AR 3l B
1) e P25 AT IR ISCHS HE 8 288 O A i S 4 SO A7 T
ER BRI, #0015 BBk Data (4 ) \CRC (1
HRICARAL) 40, B AR 28 0 e 1 A — Ay

A 5

ID, % {5 B IE % A% i B 4 SO Rz g A3 1D
5 (Proxyld) , I [a] 4~ CHE Y A BRI B30T 43 Tic
RELF1 45 (ProxySeq) o 3 4h, ACHLAL #HH 2 1) Bf
()24 5 A B[] 8 ( Timestamp ) , 7 &S HE
LA 24 2308, T U U8 A H i |, B4
SRS IS ) 1 ASME—Y ID (Sessionld ) , 231
JF 50 5 4 43 T 4 38 i B9 A4S 2315 194 2. (Session-
Seq) o

& B B

IIIIIII:IIII :‘----fﬁﬂ—:%@,:

(ES IR 2y D PR TR e e |

Fig.5 Screenshot of the transmission timeout judgment process
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Fig.7 Technical process of checking transmission anoma-

lies using data transmission methods based on infor-

mation backup
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Tab.1 Comparison of transmission speed and number of
transmission failures under the conventional UDP
protocol and the method proposed in this paper
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